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Agenda

1. Smart objects in the Internet of Things

2. Babylonian confusion in the IoTworld

3. Are smart objects really smart today? 

4. How nodes can get savvy by means of Lua

5. Nogs- a new IoTframework and communication ecosystem
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Smart Objects connectDigital andReal World

ω The digital revolutionof the 21st centurywill be
much, muchlagerthanprevioustwo digital 
revolutionsof personal computersandthe
internet

ω Wearenow facingthe digital revolutionof the
21st century: Smart objectsin the intenet of
things, that interconnectthe digital world with the
physicalworld

ω A smart object isa smallmircoelectronicdevice
that consistsof a communicationdevice, typically
low power radio, a smallmircoprocessoranda 
sensorand/or actuator.

Credits: Jean PhlippeVasseurAdam Dunkels

http://www.engadget.com/2012/08/22/cao-gadgets-wireless-sensor-tags/
http://www.engadget.com/2012/08/22/cao-gadgets-wireless-sensor-tags/
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Internet of Things changingAutomation Paradigm

ω The "Internet of Things" (IoT) is describing 
billions of embedded devices that are 
communicating with each other through 
Internet technology without involving human 
beings directly

ω In the automation context, the IoTmeans the 
shift from centralized and hierarchical control 
towards cooperative, distributed networks and 
control structures

ω Formerly passive sensors (simple objects) 
become active players (smart objects) in 
networks and are enhanced with the capability 
for computation and decision making. 
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EnabelingTechnologies 

ωMobile Multiagent 
Systems

ωNew Protocolsfor
constrained
Embedded Devices 

ωLow Power 
Wireless
(6LoWPAN, 
ZigBeeIP, BLE, 
Thread) 

ωIPv6

Intenet Wireless

MultiagentsEmbedded
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Wireless Sensor Networks 

Cedits: Matthias Kovatsch
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Protocolsfor constrainedEmbedded Devices

XML

HTTP

TCP

IP 6LoWPAN

UDP

CoAP

JSON

100s - 1000s of bytes

10s of bytes

Credits: Zach Shelby
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Clashof Technologies

ApplicationStandards
e.g. DMX, DALI

Domain Standards
e.g. Bacnet, KNX

IT Standards
e.g. TCP IP
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Magic Square for Embedded System Development

Integration & Usability Scalability& Flexibility

Costs& Time to Market Security & Safety

?
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Embedded today

ωFirmware / softwareupdates

ωOnlypredictablecontent

ωDifficult to handle multiple protocols

ω Noconsistentdevelopmentplatform

ω Platformindependentvisualisation?
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Highlychangeableworld

ωNew requirementsat anytime

ωNew typesof smart objects
e.g. wearables

ωNew communicationprotocols
e.g. Thread

ω Innovation in front-end devices
e.g. Tizen

ωNew nodespopup.
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[ŜǘΨǎstart hereΧ 

Imagineall nodeswouldusethe same 
unifiedwayof communicationamong
eachotherΧ

Χ andthe wayhow they communicate
isexchangingapps[executablesave code]Χ

Χ andevensensornodesareableto
run such apps.

Synchronizedfireflies
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Andthink further Χ 

LŜǘΨǎassumeeverythingcouldbean 
app: programm, data& 
communicationΧ

Χ eventhe simple on/off command
couldbean appwhichdestroysitself
after ƛǘΨǎexecutedΧ

Χ andǿƻǳƭŘƴΨǘit begreatif these
appscouldbeexecutedon the fly?

Bird flocking
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Basics

ωLuaasa languagefor embedded
5.2 -> 5.3

ωPlatformindependedsoftware
development

ω Open Source MIT

ωClassificationof nodesdepending
on Luacapabilties
hardwareconstrains.
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Type of Nodes

Permanent Smart Nodes
TemporarySmart Nodes both with GUI

Clever Nodes with LuaVM

PrimitveNodes singleline interpreting

Alien Nodes to connectwith softwaregateway.
AN

SN/P SN/T

PN

CN
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TypicalTopology

AN
CoAP

PN

CNSN/P

SN/T
BLE

SN/P
KNX

PN
DMX

PN
DALI

PN
ZLL

PN
CoAP

CN
DALI

CN

AN
BLE

AN
KNX

AN
KNX

AN
CoAP

AN
ZLL

AN
ZLL
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Howto do Apps for Embedded?

ωStandardizedsoftwarelayersfor for
different typesof nodes
hardwareindependent

ωUnified communicationbetween
tasks& devices
independentfrom protocols.
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NogsCN Platform

App App App

Module

HAL

Sys

Librarys

[RTOS optional]

Module

IO Transport

UDP

DALI DMX

IPv4

GIO ...WiFiEthZigBee...

IPv6

TCP

JSON HTTP

Lua

C/C++

Applictionfor this node.
Light managment, heatercontrol...

Helper module for
one or more Applications

Hardware abstraction
for this node. Self introducing.

Hardware dependingfunctions

Librarysfor Lua

CoAP



22

Dynamic codingasa communicationprinciple

ωClever nodesasa newclassof
smart objectsrunninga LuaVM

ωThosenodesexchangeobjects
whereLuarepresentsdataor
functions

ωThese objectsareexecutedon the
fly.
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Communication Concept

ωDistributed system

ω Loose couplings

ω Event drivenwith closers

ω Security levels
dependingon requirements.



25

Security

ωAll hardwarewith encryptionchip
αNogsinsideά requirement

ωAuthentication of apps

ω Special mechanisms
e.g. for man in the middle& overloadattacs

ωBare metalsupervisor
e.g. for APT-infection

ωEncryption option
aboveprotocol level.
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Unified Communication

ωUsingJSON asa compact& human 
readablestandardformat

ωUsinga nestingmechanismto wrap
& unwrapplainJSON data

ω The wrap& unwarpmechanismis
dependingon the underlyingdata
protocolandcanbenested.
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SimplifiedCommissioning

ωEvery nodeand/or subsystemis
representedby an avatar

ωAn avatarisLuacodethat describes
andmanipulatesits owner in any
kindof representatione.g. graphical

ωBythis meanscommissioningcan
be donewith a simple tool, which
ŘƻŜǎƴΨǘknowthe specificsof the
nodes.



28

Visualisationwith Live Coding

ωVisualisationfor hardware
independentGUI

ω Live codingfor anytype of device

ω All objectsareLuacoded

ω SupportingcommonLuabased
gameengines
e.g. Corona / Gideros/ Marmelade.
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Occupationof Alien Systems

ωSN, CN asPN asapplications
runningon varioussystems

ω Building gatewaysto Alien systems
on SN, CN, PN

ωTunneling throughAlien nodes

ωHacking & reverseengineeringof
Alien nodes?
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NogsSoftware & Hardware Matrix 

Hardware
/ Software

Windows
based

Lunix
based

Android
based

iOS
based

Fieldbus
Systems

CleverNodes Primitive
Nodes

Debugger Yes

Nogs
Communicator

Yes

Nogs
Configurator

Planned Planned Planned

NogsDesigner
Yes,Live
Coding

Planned Planned

NogsSN SN.EXE SN.O SN.APK Planned

NogsCN CN.EXE CN.O CN.APK Planned
CN.EXE /
Runtime

CN Runtime

NogsPN PN*.EXE PN*.O PN*.APK PN*.IPA PN*.EXE PN Runtime

NogsMATLAB
SimulinkBlock

NogsCN 
Block

Planned

CONFIDENTIAL
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Rapid ProductDevelopment

ωBuilding referencehardwarefor
quick start

ω CPU boardsfor integrationin
seriesproducts

ωOpen hardware& software

ωTurnkey.
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Rapid Multiplatform Development

Clever
Node

LinuxRTOSBare 
Metal

Android
eLua

WindowsiOS

Å ZeroBraneStudio
- Debugger
- CrossplatformLive Coding

Å LuaRocks

Á IPv6, IPv4
Á TCP
Á UDP
Á CoAP
Á HTTP Client & Server
Á FTP
Á SMTP
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PiNogs- on PiNogsBackplane 

ManyPiNogs, onePiNogsCN1 with LuaVM
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NogsNucleoCN1 - Arduinoformat

Bare metalwith LuaVM & Arduinoprogramming
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NogsStampCN1 - for seriesproducts

Bare metalwith LuaVM & Encryption chip


